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WHY BANKS ARE CHOOSING OUTSOURCING 

The FBI’s Internet Crime Complaint Center 2019 Report listed losses of $1.7 billion due to business email compromise 
scams, a number which is most likely higher because businesses often don’t report this crime due to embarrassment. 
Regardless of the final number, it’s obvious this type of attack remains a significant source of revenue for scammers. 
Financial institutions are prime targets for cyber criminals, which is why cybersecurity must be a top priority.   

What is business email compromise? 
Business email compromise is one of the most financially damaging online crimes. It exploits the fact that so many of us 
rely on email to conduct business — both personal and professional. It occurs when an attacker uses business email to 
leverage a social engineering attack. Bad guys may compromise credentials to take over a company email account and 
send messages to others in the organization or spoof a user’s email address making it look like the message is coming 
from another member of the organization. 
  

Often, the scammer will pretend to be the company CEO, CFO or other high-ranking leader at a financial institution. 
Their fake message asks a subordinate to perform a high priority task involving funds. It could be sending a money or-
der to a third-party account, buying and sending gift cards, or rerouting a payment to a different recipient. The message 
may also ask the victim to send confidential data, such as payroll information, W-2 forms, health data or account infor-
mation. The data is then used to facilitate identity theft, or refund fraud with the Internal Revenue Service. 
 

These types of attacks usually have common themes. The message contains an element of urgency, asking the victim 
to take care of it right away to avoid negative consequences, such as losing a contract or client. It may also include a 
(fake) reason why the sender can’t use the regular processes to perform the task — they’re out of the office, visiting a 
vendor, or at a conference. The urgent tone convinces the victim they can’t contact the sender through regular chan-
nels, only by replying to the scam email. 
  

If the victim follows the scammer’s instructions, and sends the funds or data, the attacker will act quickly. The money will 
be transferred to another account or withdrawn using money mules. Before the victim realizes it was fraud and tries to 
reverse the transaction, the funds are gone. In many cases, it’s sent to overseas accounts and out of reach of any re-
trieval process.                                                                

How can you protect your institution from business email compromise?                                                                                      
-  Put processes in place to double-check any transfers of funds. Don’t allow a perception of urgency to bypass safe-
guards. Create and follow a process that requires two-person verification of any funds transfer.                                                                                                                                                            
-  Implement a process requiring a face-to-face conversation for any urgent request for funds.                                                               
-  Train your employees to recognize this type of attack. The language of the email may seem strange, out of character, 
or contain obvious clues that it’s a scam.                                                                                                                                             
-  Check the email address. When an email address is spoofed, it may look legitimate. Hover over the address to con-
firm if it’s legitimate or from another email provider. Check for characters in the address that look correct but are differ-
ent. For instance, a W may be represented with two Vs, as in Kvvill@company.com, instead of Kwill@company.com.               
-  Confirm any such request through a channel other than email. Call the sender at a phone number you have on file. If 
you receive a notification saying the sender is not available, use whatever method is necessary to double-check. It’s 
better to apologize for the inconvenience of a phone call, than to facilitate a loss. 

Follow these commonsense steps and help your financial institution avoid losses to criminals who are consistently utiliz-
ing this attack strategy because, unfortunately, it works. Feel free to share this information with your business ac-
countholders. Fighting crime is a joint effort. 

Sophisticated business email compromise scams continue to soar, 
proving costly to financial institutions. 
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Someone once said, “Passwords are like underwear; change them often, don’t share them, and don’t leave them out 
for others to see”……meaning, if you write it down, don’t leave it in plain view on a post-it note. Better yet, use a secure 
password management tool. 

As we find more ways to socialize online, be mindful that with every social media account you sign up for, every picture 
posted and status updated, you are sharing information with the world — and hackers who want to gain access to your 
social media accounts. We have some simple cybersecurity rules to offer your institution and accountholders to keep 
social online accounts safe. 

So, why would a hacker want your account when it’s filled with photos of your dog or recent community events? First 
and foremost, it’s a legitimate account. Social media platforms delete billions of fake accounts every year. Bad guys 
steal real accounts, like yours, and sell them on the black market where buyers can use them to spread propaganda or 
to extort and scam money from unsuspecting victims. Victims who may be in your social media friends list. 

Use these simple cybersecurity rules to protect yourself and others, and to confidently and safely navigate social me-
dia: 

• Use separate and complex passwords for each social media platform, and all online accounts. Change these pass-
words often as hackers buy and sell stolen password lists on the dark web.  

• Make sure you understand the account password recovery and reset services. If a hacker gains access to your ac-
count, one of the first things they’ll attempt to do is reset the password. If the platform offers some form of multi-
factored authentication, such as a text message approval, use it wherever possible.  

• Be leery of private messages, even if sent from a colleague or friend. Follow the adage of trust through verification. 
Call or text the person to verify it’s them contacting you. Use the phone number from your contacts list and not the 
one provided in the message. If you don’t have their number, do you really need to be in communication with them 
over social media platforms? Probably not.  

• Don’t overshare information. Hackers can utilize information you post on social media platforms in complex social                
      engineering attacks against you. 
 
Share these cybersecurity tips to help protect your financial institution, employees and accountholders. As more and 
more employees are working from home or sending and receiving emails from their personal devices, the further we 
open ourselves to increased risk at work. Hackers often use attacks against a single employee as a means to gain ac-
cess to an entire organization. Don’t be that pathway for the attackers. Make cybersecurity a priority today. 

Make cybersecurity a priority to safely navigate social media. 
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